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Fault Trees

I beg your pardon?

● What is a fault?

● What is a tree?
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Faults

● Failure = Fault
Loss of functionality

Bad performance

Undesired event
“my car doesn’t start”

“my car stops right after it starts”

“my car burns too much oil”

“my car doesn’t reach 60 km/h”

“my car is stolen”

“I got lost on the way to CuriousU”
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Faults Trees
… are graphs ...

Actually: directed graphs …

… without cycles:

… without directed cycles:

D irected
A cyclic
G raph

root (fault)
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Faults Trees
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Faults Trees
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Faults Trees
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Faults Trees

What’s with those
weird shapes?
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FT building blocks

AND
gate

OR
gate

Basic
Event

Intermediate
Event

Top Level
Event

VOTING
gate2/3

“CPU fried”“PC dead”

PC dead if:

“CPU fried”
OR

“no power”

No power if:

“no AC”
AND

“UPS insufficient”

UPS insufficient if:

“2 out of 3
UPS fail”
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FT building

● Describe how component failures interact:

1.  Define top undesired event (TLE)

2.  List all causes that could lead to it  (1st level IE)

➔  Think of everything needed to keep
 the system operating normally

3.  What could cause each branch to fail?

➔  Repeat on each IE as in item 1.

4.  Stop when root causes reached (BE)
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FT building

No power

PC dead

CPU fried

2/3

UPS insufficientNo AC

UPS-1 fails UPS-2 fails UPS-3 fails

PC dead if:

“CPU fried”
OR

“no power”

No power if:

“no AC”
AND

“UPS insufficient”

UPS insufficient if:

“2 out of 3
UPS fail”
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So what?

Who cares?

¯\_(ツ )_/¯
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Let’s see who cared…

● 1962: FTs developed in Bell Labs

– Evaluate ICMB launch control system

(InterContinental Ballistic Missile)

● FTs were originally designed for

killing lots of people



51 OF 339C.E. BUDDE

Let’s see who cared…

● 1966: Boeing starts to use FTs

– Civil aircraft design, e.g. Boeing 747

● FTs start to help

keeping people safe
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Let’s see who cared…

● 1975: FT analysis standardised

– “Fault Tree Handbook” (1981 by Vesely et al.)

– Nuclear power plants regulations

● FTs help to keep

lots of people safe
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Let’s see who cared…

● 2000: FTs in government and industry standards

– “Fault Tree Handbook with Aerospace applications”
 (2002 by Vesely et al.)

– Dynamic FTs and more

● FTs to the moon and back



63 OF 339C.E. BUDDE

Are FTs any good today?
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Are FTs any good today?

“ Today FTA is widely used in system
    safety and reliability engineering,
    and in all major fields of engineering. ”



65 OF 339C.E. BUDDE

FTs are (graphical) models

No power

PC dead

CPU fried

2/3

UPS insufficientNo AC

UPS-1 fails UPS-2 fails UPS-3 fails
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FTs are (graphical) models

No power

PC dead

CPU fried

2/3

UPS insufficientNo AC

UPS-1 fails UPS-2 fails UPS-3 fails
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Running example: safe road trip

AND
gate

OR
gate

Basic
Event

Intermediate
Event

Top Level
Event

VOTING
gatek/N
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road trip fails

carphone

connection power

enginebattery

Running example: safe road trip
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road trip fails

car

tire 1 tire 2 tire 3 tire 4 spare

2/
5

phone

connection power

enginebattery

tires

Running example: safe road trip



87 OF 339C.E. BUDDE

road trip fails

car

tire 1 tire 2 tire 3 tire 4 spare

2/
5

phone

connection power

enginebattery

tires

Cut sets: Which BEs make FT fail? {battery, engine, tire 1, spare}

{connection, engine} minimal cut set   

{connection, tire 1, spare} minimal cut set

Running example: safe road trip
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(Minimal) cut sets

● Cut set

– Set ‘C’ of Basic Events that cause the Top Level Event

● Minimal cut sets

– Cut set that is minimal: no proper subset of C is a cut set
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(Minimal) cut sets

● Cut set

– Set ‘C’ of Basic Events that cause the Top Level Event

● Minimal cut sets

– Cut set that is minimal: no proper subset of C is a cut set

road trip fails

car

tire 1 tire 2 tire 3 tire 4 spare

2
/5

phone

connection power

enginebattery

tires

C
1
 = {tire 1, tire 2, tire 3, tire 4, battery}

C
2
 = {connection, battery, engine, tire 1, spare}

C
3
 = {connection, tire 1, spare}

C
4
 = {connection, engine} C

5
 = {battery, engine}
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(Minimal) cut sets

● Cut set

– Set ‘C’ of Basic Events that cause the Top Level Event

● Minimal cut sets

– Cut set that is minimal: no proper subset of C is a cut set

● Use of minimal cut sets

– Identify weak points
● Too small cut sets
● Interpretation by experts: is this acceptable?

– Validation of Fault Trees
● If all BEs in C  fail, should the system fail?
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Validating our road trip FT

road trip fails

car

tire 1 tire 2 tire 3 tire 4 spare

2/
5

phone

connection power

enginebattery

tires

Static Fault Tree
Is this FT correct?
What if engine fails first?
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Validating our road trip FT

road trip fails

car

tire 1 tire 2 tire 3 tire 4 spare

2/
5

phone

connection power

enginebattery

tires

Dynamic Fault Tree
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Dynamic Fault Trees

AND
gate

OR
gate

Basic
Event

Intermediate
Event

Top Level
Event

VOTING
gatek/N

PAND
gate

FDEP
gate

SPARE
gate

Static Fault Trees + dynamic gates
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Dynamic Fault Trees

Priority AND gate   (PAND)

Fails when children
fail from left to right

Child 1 Child 2
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Dynamic Fault Trees

Fail-dependency gate    (FDEP)

When trigger event fails,
all dependent events fail

DE 1 DE n

Trigger

DE 2

...

To model common-cause failures.
During a fire, the smoke (a) compromises vision

(b) compromises breathing

Dependent Events (usually Basic Events)
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Dynamic Fault Trees

Spare gate    (SPARE)

When primary fails,
Spares Elements replace it

Primary SE nSE 1

...

To model dormant components (“cold/warm spares”)
that fail less often while they are not in use
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Dynamic Fault Trees

Spare gate    (SPARE)

When primary fails,
Spares Elements replace it

Primary SE nSE 1

...

To model dormant components (“cold/warm spares”)
that fail less often while they are not in use

Hot spare: second engine

Cold spare: car tire

Warm spare:
extra (closed)
can of peas
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car

tire 1 tire 2 tire 3 tire 4 spare

phone

connection power

enginebattery

tires

road trip fails
DFT of road trip
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car

tire 1 tire 2 tire 3 tire 4 spare

phone

connection power

enginebattery

tires

road trip fails

Spare elements have reduced failure rates
(while they are not being used)
They can also be shared among SPARE gates

DFT of road trip
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car

tire 1 tire 2 tire 3 tire 4 spare

phone

connection power

enginebattery

tires

road trip fails

Spare elements have reduced failure rates
(while they are not being used)
They can also be shared among SPARE gates

DFT of road trip

Is this FT correct?

Are DFTs correct?

B CA
Repairs!
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Repairable Fault Trees

AND
gate

OR
gate

Intermediate
Event

Top Level
Event

VOTING
gatek/N

Static Fault Trees + repair boxes

RBOX
node

Basic
Element
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Repairable Fault Trees

Basic Event vs. Basic Element

Basic
Event

Basic
Element

Models an event: it happens once  (“CPU fried”)

Typically maps to a unique component,
but not mandatory:

- bicycle wheel skewed – 
- bicycle wheel dented  – 

can’t ride

Models a basic failure point  (“no AC”)

Can fail, and get repaired, and fail, etc.
Element won’t be further refined.

0 1

0 1
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Repairable Fault Trees

Repair-person box    (RBOX)

When dependent elements fail,
the RBOX repairs one at a time

DE 1 DE nDE 2

...

Dependent Elements (usually Basic Elements)
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Maintenance Fault Trees

AND
gate

OR
gate

Intermediate
Event

Top Level
Event

VOTING
gatek/N

Dynamic Fault Trees + RBOX + IBOX + RDEP

RBOX
node

IBOX
node

Extended
Basic
Element

RDEP
gate
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Maintenance Fault Trees

Extended Basic Element

Basic
Element

Models a basic failure point that
can be repaired  (and fail again…)

Extends the above with (discrete) degradation

0 1

Extended
Basic
Element
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Maintenance Fault Trees

Inspection box    (IBOX)

When dependent elements go
beyond an inspection threshold,
early repairs can be triggered

DE 1 DE nDE 2

...

Dependent Elements (usually Extended Basic Elements)
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Maintenance Fault Trees

Rate-dependency gate    (RDEP)

When trigger happens,
the failure rate of all
dependent elements increases

DE 1 DE n

Trigger

DE 2

...

To model common-cause performance degradators.
An oil leak (a) speeds-up bearings degradation

(b) speeds-up transmission chains degradation

Dependent Elements (usually Extended Basic Elements)
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FTs in TECHNICOLOR

● Static FT

● Dynamic FT

● Repairable FT

● Maintenance FT

… what for ?

    what do we want to know?
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FTs in TECHNICOLOR

No power

PC dead

CPU fried

2/3

UPS insufficientNo AC

UPS-1 fails UPS-2 fails UPS-3 fails

Reliability
How likely is my PC to die, like, ever?
What about in the first year?
And after 20 years?

Availability
How often is my PC dead?
Say in a month, how many hours?

Mean Time To Failure
How long until the next incident?
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How to play with FTs: semantics
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Structure function Φ: {0,1}#BEs → {0,1}
 0 = operational  ;  1 = failed

 Given values e1 , …en , does the tree fail?

πF : P(BE) → {0,1}

  If BEs e1 , …en fail, does the tree (F) fail?

πF : P(BE) x Elt → {0,1}

 If BEs e1 , …en fail, does  e  fail?

 Recursive characterization
● AND-case: πF (E,e) = 1 iff πF (E,e’) = 1     for all children e’ of e

● … etc. 

Cut set: set of Basic Events C  that cause FT to fail:  πF(C) = 1

 FTs are coherent: 
● If  S  ≤ S’  and  πF (S)= 1  then   πF (S’) = 1 

● Non-coherent extensions exist (DFTs)

170

e2e1 en

e

road trip fails

Semantics model of FTs
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Qualitative queries

● Can I use my PC in a blackout?

● Is my trip busted by a broken engine?
No power

PC dead

CPU fried

2/3

UPS insufficientNo AC

UPS-1 fails UPS-2 fails UPS-3 fails

road trip fails

car

tire 1 tire 2 tire 3 tire 4 spare

2
/5

phone

connection power

enginebattery

tires

Cut set analysis!

πF : P(BE) → {0,1}
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Quantitative queries

● How many hours a week is my PC dead?

● After a flat tire, how likely is
my road trip to fail?

No power

PC dead

CPU fried

2/3

UPS insufficientNo AC

UPS-1 fails UPS-2 fails UPS-3 fails

road trip fails

car

tire 1 tire 2 tire 3 tire 4 spare

2
/5

phone

connection power

enginebattery

tires

Binary outcome
is insufficient

πF : P(BE) → {0,1}{0,1}
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p2

road trip fails

car

p4

tire 1

p4

tire 2

p4

tire 3

p4

tire 4

p4

spare

 2
/5

phone

power

p3

enginebattery

tires

p1

connection

??

Reliability

P[no failure during mission time]



187 OF 339C.E. BUDDE

p2

road trip fails

car

p4

tire 1

p4

tire 2

p4

tire 3

p4

tire 4

p4

spare

 2
/5

phone

power

p3

enginebattery

tires

p1

connection p2p3

p1 + p2p3  - p1p2p3

P[A v B ] = P[A] + P[B] – P[A&B]P[A & B ] = P[A] P[B]
(if  A,B are independent)

1 – (1-p4)5 – 5p4(1-p4)4

1 – (1-p3)((1-p4)5 + 5p4(1-p4)4)

??
P[ A & B ] ?

 P[BC]  = 1 – P[B]

Reliability

P[no failure during mission time] Are the branches independent?
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p2

road trip fails

car

p4

tire 1

p4

tire 2

p4

tire 3

p4

tire 4

p4

spare

 2
/5

phone

power

p3

enginebattery

tires

p1

connection p2p3

p1 + p2p3  - p1p2p3

1 – (1-p4)5 – 5p4(1-p4)4

1 – (1-p3)((1-p4)5 + 5p4(1-p4)4)

??

p1+p2 - p1p2

Case 1: engine fails; p3=1 

1

P[no failure during mission time]
(p1+p2 - p1p2)p3

Case 2: engine does not fail; p3=0 

p1 1 – ((1-p4)5 + 5p4(1-p4)4)

P[A ] = P[A | B] P[B] + P[A|BC] P[BC]

Bayes law:

p1(1 – ((1-p4)5 + 5p4(1-p4)4)) (1-p3) 

Reliability (p1 + p2 - p1p2)p3  + 
p1(1 – ((1-p4)5 + 5p4(1-p4)4))(1-p3) 
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Speeding up computations

1. Disregard higher order products

2. Use minimal cut sets   (yes, for reliability also!)

3.  =  1.  +  2.   (do the math)

4. Binary Decision Diagrams
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p2

road trip fails

car

p4

tire 1

p4

tire 2

p4

tire 3

p4

tire 4

p4

spare

 2
/5

phone

power

p3

enginebattery

tires

p1

connection p2p3

p1 + p2p3  - p1p2p3

1 – (1-p4)5 – 5p4(1-p4)4

1 – (1-p3)((1-p4)5 + 5p4(1-p4)4)

??

0

p1

5p4– 5p4  = 0 1 – (1-p4)5 < 5p4 

p3

p1  p3

1. Disregard high order products
(p1 + p2 - p1p2)p3  + 

p1(1 – ((1-p4)5 + 5p4(1-p4)4))(1-p3) 
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road trip

car

p4

tire 1

p4

tire 2

p4

tire 3

p4

tire 4

p4

spare

 2
/5

phone

power

p3

enginebattery

tires

p1

connection

(p1 + p2 - p1p2)p3  + 
p1(1 – ((1-p4)5 + 5p4(1-p4)4)(1-p3) 

Minimal cut set Probability

connection, engine p1 p3 

battery, engine p2 p3 

connection, t1, t2 p1 p4
2
 

connection, t1, t3 p1 p4
2
 

connection t1, t4 p1 p4
2
 

connection t1, spare p1 p4
2
 

connection t2, t3 p1 p4
2
 

connection t2, t4 p1 p4
2
 

connection t2, spare p1 p4
2
 

connection t3, t4 p1 p4
2
 

connection t3, spare p1 p4
2
 

connection t4, spare p1 p4
2
 

TOTAL p1 p3  + p2 p3 

  + 10  p1 p4
2

 

2. Use minimal cut sets
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road trip

car

p4

tire 1

p4

tire 2

p4

tire 3

p4

tire 4

p4

spare

 2
/5

phone

power

p3

enginebattery

tires

p1

connection

(p1 + p2 - p1p2)p3  + 
p1(1 – ((1-p4)5 + 5p4(1-p4)4)(1-p3) 

Minimal cut set Probability

connection, engine p1 p3 

battery, engine p2 p3 

connection, t1, t2 p1 p4
2
 

connection, t1, t3 p1 p4
2
 

connection t1, t4 p1 p4
2
 

connection t1, spare p1 p4
2
 

connection t2, t3 p1 p4
2
 

connection t2, t4 p1 p4
2
 

connection t2, spare p1 p4
2
 

connection t3, t4 p1 p4
2
 

connection t3, spare p1 p4
2
 

connection t4, spare p1 p4
2
 

TOTAL p1 p3  + p2 p3 

  + 10  p1 p4
2

 

Under- or over-approximation? Why? 

P[C1 v C2 v C3 ] = 
P[C1] + P[C2] + P[C3]
- P[C1]P[C2] - P[C1]P[C2] - P[C2]P[C2] 

+ P[C1] P[C2] P[C3]

  ≤  P[C1] + P[C2] + P[C3]

2. Use minimal cut sets
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road trip

car

p4

tire 1

p4

tire 2

p4

tire 3

p4

tire 4

p4

spare

 2
/5

phone

power

p3

enginebattery

tires

p1

connection

(p1 + p2 - p1p2)p3  + 
p1(1 – ((1-p4)5 + 5p4(1-p4)4)(1-p3) 

Minimal cut set Probability

connection, engine p1 p3 

battery, engine p2 p3 

connection, t1, t2 p1 p4
2
 

connection, t1, t3 p1 p4
2
 

connection t1, t4 p1 p4
2
 

connection t1, spare p1 p4
2
 

connection t2, t3 p1 p4
2
 

connection t2, t4 p1 p4
2
 

connection t2, spare p1 p4
2
 

connection t3, t4 p1 p4
2
 

connection t3, spare p1 p4
2
 

connection t4, spare p1 p4
2
 

TOTAL p1 p3  + p2 p3 

  + 10  p1 p4
2

 

Note: p1 , p4 

should be low 

Under- or over-approximation? Why? 

P[C1 v C2 v C3 ] = 
P[C1] + P[C2] + P[C3]
- P[C1]P[C2] - P[C1]P[C2] - P[C2]P[C2] 

+ P[C1] P[C2] P[C3]

  ≤  P[C1] + P[C2] + P[C3]

2. Use minimal cut sets3.  =  1. Disregard high order
     +  2. Minimal cut sets
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4. Binary Decision Diagrams

BDDs

 Compact representation for Boolean functions f(x1,x2,…,xn)

● e.g. the structure function  Φ:{0,1}#BEs → {0,1}   of a Fault Tree

 Heavily used in model checking

 Based on Shannon expansion / pivotal decomposition

● f(x1,x2,…,xn) = x1 f(0,x2,…,xn) + x1 f(1,x2,…,xn)

● works with a fixed variable ordering

● supports (and works well with) shared subtrees
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4. Binary Decision Diagrams

Truth Table Decision Tree

o A vertex represents a decision:
● follow dashed line for value 0
● follow solid line for value 1

o Function value in leaves

x1 x2 x3 f (x1 , x2 , x3 )

0 0 0 0

0 0 1 0

0 1 0 0

0 1 1 1

1 0 0 0

1 0 1 1

1 1 0 0

1 1 1 1

x2

x3x3x3x3

x1

1110 0 0 0 0

x2

Boolean function:  f(x
1
,x

2
,x

3
) = (x

1
 OR x

2
) AND x

3
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road trip fails

car

tire 1 tire 2 tire 3 tire 4 spare

 2
/5

phone

power

enginebattery

tiresconnection

Continuous time failure behaviour
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Continuous probability distributions

●  Uniform

●  Gaussian

●  Exponential
►  realistic model for degradation
►  mathematically tractable

►  approximation via composed exponentials

● Weibull
►  generalized exponential
►  often used, but not discussed here
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The exponential distribution

Components fail with fixed rate  ‘λ’
λ = (Mean time to failure)⁻¹

If we know (on average)
when does a component fail,
we can use an exponential distribution
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The exponential distribution

Components fail with fixed rate  ‘λ’
λ = (Mean time to failure)⁻¹

Unreliability / CDF
P[fail before x] = P[X ≤ x] = 1 − e−λx

Reliability

P[fail after x] = P[X > x] = e−λx

PDF

f(x) = F’(x) = λe−λx
For continuous distributions
P[X = x] = 0
for any time point x  R∊

Cumulative Density Function:  F(x) = P[X ≤ x]

P[x ≤ X ≤ y] = P[X ≤ y] – P[X > x]
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The exponential distribution

(on average)
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You are waiting in front of your professor’s office. There is a note on the door:

Back in Exp(1/15) minutes

Questions

1. What is the probability that you wait 
A. less than 5 minutes?

B. more than 10 minutes?

C. exactly 10 minutes?

D. between 10 and 25 minutes?

2. What is the expected amount of time you have to wait?

3. You have been waiting for 15 minutes
o What is the probability that you still have to wait less than 5 minutes?
o What is the probability that you still have to wait more than 10 minutes?
o exactly 10 minutes?
o between 10 and 25 minutes?

250

Reminder:
P[X ≤ x] = 1 − e−λx

The exponential distribution
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The exponential distribution

You are waiting in front of your professor’s office. There is a note on the door

Back in Exp(1/15) minutes

X denotes your waiting time. Then X ~ Exp(1/15)

Questions

1. What is the probability that you wait 
A. less than 5 minutes?  P[X < 5] = 1 − e−5/15

B. more than 10 minutes?  P[X > 10] = e−10/15

C. exactly 10 minutes?  P[X = 10] = 0

D. between 10 and 25 minutes? P[10 < X < 25] =  P[X < 25] – P[X < 10]   =   e−10/15 − e−25/15

2. What is the expected amount of time you have to wait?

  E[X] = 15

1 − e−25/15 − (1− e−10/15)
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The exponential distribution

You are waiting in front of your professor’s office. There is a note on the door

Back in Exp(1/15) minutes

X denotes your waiting time. Then X ~ Exp(1/15)

Questions

3. You have been waiting for 15 minutes
● What is the probability that you have to wait more than 10 minutes?

 P[ X > 25  |  X > 15 ]

=  P[ X > 25  &  X > 15 ] / P[  X > 15 ]

=  P[ X > 25 ] / P[  X > 15 ]

=  e−25/15   /  e−15/15

=  e−25/15 +15/15

=  e−10/15

=  P[ X > 10]  

The exponential distribution has the memoryless property:
past waiting time has not influence on future waiting time
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λ2

road trip fails

car

λ4

tire 1

λ4

tire 2

λ4

tire 3

λ4

tire 4

λ4

spare

 2
/5

phone

power

λ3

enginebattery

tires

λ1

connection

??

Reliability with continuous time

Exponential CDF:
P[X ≤ x] = 1 − e−λx
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λ2

road trip fails

car

λ4

tire 1

λ4

tire 2

λ4

tire 3

λ4

tire 4

λ4

spare

 2
/5

phone

power

λ3

enginebattery

tires

λ1

connection

??

(p1 + p2 - p1p2)p3  + 
p1(1 – ((1-p4)5 + 5p4(1-p4)4))(1-p3) 

Hint: what’s the difference
       with discrete time?

((1-e−λ1x) + (1-e−λ2x) - (1-e−λ1x) (1-e−λ2x)) (1-e−λ3x) +
(1-e−λ1x)(1 – (e−λ4x)5 + 5(e−λ4x) e−λ4x4)e−λ3x

 

Reliability with continuous time

Exponential CDF:
P[X ≤ x] = 1 − e−λx

 = P[fail before x]
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λ2

road trip fails

car

λ4

tire 1

λ4

tire 2

λ4

tire 3

λ4

tire 4

λ4

spare

 2
/5

phone

power

λ3

enginebattery

tires

λ1

connection

((1-e−λ1x) + (1-e−λ2x) - (1-e−λ1x) (1-e−λ2x)) (1-e−λ3x) +
(1-e−λ1x)(1 – (e−λ4x)5 + 5(e−λ4x) e−λ4x4)e−λ3x

 

Reliability with continuous time

Exponential CDF:
P[X ≤ x] = 1 − e−λx

 = P[fail before x]
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Quantitative analyses for DFTs

T

SP

α β γ

B

A

C

BA

AC

CA

F

d·γ

β

α

d·γ

β
β

α

α

γ

γ
β

β

d

Original method: Markov chains
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Quantitative analyses for DFTs

car

tire 1 spare

phone

connection power

enginebattery

monocycle trip fails

tires

Draw the Markov chain for
this simplified DFT.

Connection
Battery

Engine

Tire 1
Spare
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Failure

S

CBA

fail
1. Compositional

I/O-IMC Translation Composition

2. Smart
Composition

CTMC

Difficult to validate and modify

Goal:
Compute reliability, availability

Quantitative analyses for DFTs
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Translation
Composition

+ hiding

Composition

+ hiding

Minimization

Repeat Repeat 

CTMC / CTMDP

Result: 
unreliability

Analysis Analysis 

MC generation 

Order matters

(size only!)1325 states

instead of

32757 states

Quantitative analyses for DFTs
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Contents

Fault Trees

 What & Why

Fault Tree Analysis

 Discrete time

 Continuous time

● FTA in practice

➢  Tools & benchmarks
➢  Concrete examples (the real deal)
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Software tools for FTA

DFTCalc

– Developed in the University of Twente
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Software tools for FTA

DFTCalc
 DFTCalc

Metrics   (reliability,
             availability)

Translation Analysis

Efficiency:
• Compositional aggregation
• Context-dependent state space generation

Efficiency:
• Compositional aggregation
• Context-dependent state space generation

Galileo input format:

toplevel “TLE”;

“TLE” or “G1” “G2”;

“G1” wsp “B1” “B2” “S”;

“B1” lambda=1.23e-2;

… 
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Software tools for FTA

Storm

– Developed in RWTH Aachen University (Germany)

– General purpose model checker

● Very efficient (for “general” analyses)

– Supports a subset of Galileo

– Computes reliability and availability (not MTTF)
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Software tools for FTA

FIG

– Developed in Universidad Nacional de Córdoba (Argentina)

– Statistical model checker

● Specialises in Rare Event Simulation

– Supports an extended subset of Galileo

– Computes reliability and availability (not MTTF)
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Commercial tools

● Fault Tree +

● isograph Fault Tree Analysis Software

● OpenFTA (defunct?)

● SCRAM

Most offer support for Static Fault Trees alone,
e.g. via cut set analysis + optimisations 1. & 2.

Scale much better than academic tools!
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Benchmarks

FFORT  [ https://dftbenchmarks.utwente.nl/ ]

● Over 200 fault trees, and growing

● All types (static, dynamic, etc.)

https://dftbenchmarks.utwente.nl/
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Benchmarks

FFORT  [ https://dftbenchmarks.utwente.nl/ ]

● Over 200 fault trees, and growing

● All types (static, dynamic, etc.)

● FTs from research and real world cases

● Published + reference analysis results

https://dftbenchmarks.utwente.nl/
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Examples: real FTs in action

Featuring:

●  Railways

●  Rockets

●  Colossal gates
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Example #1: Falcon 9

https://www.spaceflightinsider.com/organizations/space-exploration-technologies/ongoing-coverage-spacex-falcon-9-crs-7-accident/

https://www.youtube.com/watch?v=IlduwR41WFQ&feature=youtu.be

https://www.youtube.com/watch?v=IlduwR41WFQ&feature=youtu.be


324 OF 339C.E. BUDDE

Example #1: Falcon 9

https://www.spaceflightinsider.com/organizations/space-exploration-technologies/ongoing-coverage-spacex-falcon-9-crs-7-accident/

https://www.youtube.com/watch?v=IlduwR41WFQ&feature=youtu.be

https://www.youtube.com/watch?v=IlduwR41WFQ&feature=youtu.be
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Example #1: Falcon 9

https://www.spaceflightinsider.com/organizations/space-exploration-technologies/ongoing-coverage-spacex-falcon-9-crs-7-accident/

https://www.youtube.com/watch?v=IlduwR41WFQ&feature=youtu.be

https://www.youtube.com/watch?v=IlduwR41WFQ&feature=youtu.be
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Example #1: Falcon 9

https://www.spaceflightinsider.com/organizations/space-exploration-technologies/ongoing-coverage-spacex-falcon-9-crs-7-accident/

https://www.youtube.com/watch?v=IlduwR41WFQ&feature=youtu.be

https://www.youtube.com/watch?v=IlduwR41WFQ&feature=youtu.be
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Example #2: Electrically Insulated Joint

Electrically separates tracks,
to measure train distance

In total: 45.000 EIJs
in the Netherlands

Important cause of
train disruptions
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Example #2: Electrically Insulated Joint
Failure EI-joint

Mechanical failure Failure electrical isolation

42 3 5

5a 5b

RDEP

RDEP

1 8

14 15

Joint shorted

9 10a 10b 11 12 13

RDEP
6
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Example #2: Electrically Insulated Joint
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Nr. of inspections per year

Total cost
Cost of inspections

Combined cost of maintenance
Cost of failures
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Example #3: Pneumatic Compressor

Powers the breaks of a train,
its doors, etc.

Failures can strand a train
on a rail, causing disruptions

Normal operation requires
regular maintenance
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Example #3: Pneumatic Compressor

Train stranded due to compressor failure

No operation Reduced capacity

1
Safety relay
engaged

3

2

Oil temperature
safety engaged

4 5 6

7 8 Compressor screws worn

10 12

13

RDEP
9

RDEP

RDEP

11
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Example #3: Pneumatic Compressor

 0

 0.02

 0.04

 0.06

 0.08

 0.1

 0.12

 0.14

 0.16

 0  1  2  3  4  5  6

C
o
u
n
t

Years

Total failures
Unplanned maintenance events

 0

 0.05

 0.1

 0.15

 0.2

 0.25

 0  2  4  6  8  10  12

E
x
p
e
ct

e
d
 n

u
m

b
e
r 

o
f 

fa
ilu

re
s

Years

Normal policy
No minor overhauls
No major overhauls
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Example #4: Oosterscheldekering

The existing FT has several
thousands of gates

The leaves include SPARE
handling (hot & cold)

One of the largest formally
verified systems in the world

Is keeping us dry NOW!
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Risk Management

Carlos E. Budde
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Thanks to Dr. Enno Ruijters

https://youtu.be/eebfMFzJHNs

https://youtu.be/eebfMFzJHNs

